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Special Message: 

 
We appreciate the sup-
port of all who partici-
pated in the survey re-
garding the Informa-
tion Bulletin.  The bul-
letin was rated as satis-
factory or better by 
98% of all respondents.  
The breakdown is as 
follows:  Satisfactory - 
39%, Highly Satisfac-
tory - 59%. 
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and being answerable for 
those activities, either im-
plicitly, or by specific 
agreement.  Managers are 
expected to maintain a pro-
ductive, cost effective, ac-
countable environment in 
support of mission.  Inter-
nal controls are important 

Internal controls are 
how management dem-
onstrates its accountabil-
ity.  Accountability is im-
portant in all activities of 
an organization.  At man-
agement level, account-
ability means accepting 
responsibility for activities 

tools in maintaining such 
an environment.  Keeping 
internal policies and stan-
dard operating procedures 
(SOPs) clearly written and 
up-to-date promotes ac-
countability by providing 
guidance.  Accurate organi-

(Continued on page 2) 

 
 

“““Celebrate changesCelebrate changesCelebrate changes———   
in season and in time.”in season and in time.”in season and in time.”   

 

"It is easy to dodge 
our responsibilities 
but we cannot dodge 
the consequences of 
dodging our responsi-
bilities."    

PROFESSIONALISM   How you present yourself and your work determines 
whether you are perceived as a professional.  Professionals ex-
hibit self control of behavior and are governed by a code of eth-
ics.  Professionals take pride in the quality of their work. 

RESPECT   A hallmark of respect is having esteem for the inherent, intangi- 
ble worth of individuals.  Taking into consideration the 
thoughts, feelings, and needs of others is a means of demon-
strating respect.  

INTEGRITY   Integrity is always doing the right thing, even when you are cer-  
tain no one is looking.  A person with integrity generates trust 
and respect.   

DEDICATION   A dedicated employee exhibits commitment to the organiza- 
tion’s mission and a willingness to do what needs to be done to 
accomplish that mission. 

EXCELLENCE   Excellence is a goal to be pursued.  It means adhering to 
high standards of quality, both in performance and outcome.  
Excellence is most likely to be achieved when PRIDE is exer-
cised. 

“PRIDE is a personal commitment.  It is an attitude which separates 
excellence from mediocrity.” 

 Thank you!  

            - Organizational Values 
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Accountability Is Everyone’s Responsibility cont’d 
zation flow charts promote account-
ability by delineating areas of re-
sponsibility and lines of communica-
tion.  Good record keeping proce-
dures promote accountability by fa-
cilitating tracking of assets, such as 
computers, monitors, software and 
other easily moved items.  

Lack of accountability 
costs money.  Some 
estimates of annual loss 
range in the billions of dol-
lars.  Accountability can 
reduce the frequency and severity of 
loss, whether it is actual loss of as-
sets, or less obvious loss from dupli-
cation of effort, rework, or ineffi-
ciency.  Accountability may even 

“Unmonitored controls 
tend to deteriorate  
over time.”    ~ COSO 

than fully successful actions enables 
improvement.  Then the statement 
can be made, “This didn’t work as 
expected.  What can we do to fix or 
improve the process?”  That behav-
ior strengthens the individual, the 
group, and the organization.  Fur-
thermore, it makes learning from 
experience and applying lessons 
learned easier.   

Whether as a manager, an individual 
employee, or member 
of a group or team, tak-
ing ownership is the 
foundation of account-
ability.  At every level, 
accountability is a building 
block for achieving success. 

Monitoring - A Closer Look At Internal Controls 
For instance, monitoring the effec-
tiveness of standard operating pro-
cedures (SOPs) helps ensure consis-
tent quality of product or output.  
Monitoring compliance with SOPs 
helps prevent deterioration over 
time, which may allow risk to oc-
cur.  Most internal control failures 
happen in small increments, eventu-
ally adding up to a serious or poten-
tially serious breakdown.  Monitor-
ing is a primary means of detecting 
internal control failures early, be-
fore a breakdown occurs.  Finally, 
monitoring provides managers with 
background knowledge that facili-
tates performing tasks such as risk 
assessments and self assessment 
reviews.  Are the controls working?  

Are they sufficient?  
Are they efficient and 
cost effective?  These 
are typical questions 
that monitoring helps 
answer. 

Deciding which internal controls 
should be monitored is the man-

ager’s choice; however, identified 
weaknesses and corrective actions 
are activities which should be moni-
tored.  A manager may also choose 
to monitor activities that inherently 
have high risk.  The choices should 
be influenced by the degree of vul-
nerability and consequences of risk. 

There are many possible ways to 
perform monitoring.  A manager 
must decide which works best in his/
her situation.  Different activities 
may require different monitoring 
techniques.  Observation, interview, 
spot checking, and sampling are all 
means of monitoring internal con-
trols.  The important thing is that 
monitoring takes place.  Internal 
controls are not self-correcting. 

According to the Government Ac-
countability Office guidance, Stan-
dards for Internal Control, 
“Internal control should gener-
ally be designed to assure that 
ongoing monitoring occurs in the 
course of normal operations.  It is 
performed continually and is in-
grained in the agency’s opera-
tions.” 

Monitoring is assessing the effec-
tiveness and efficiency of internal 
controls, over time.  Effective and 
efficient monitoring of internal 
controls is best achieved when 
management sets the tone.   

Monitoring has multiple purposes.    
It helps ensure that the findings of 
audits and other reviews are appro-
priately resolved.  Monitoring as-
sesses the quality of internal con-
trols, helping to identify poorly 
designed or ineffective controls.  
Additionally, it helps ensure that 
internal controls are carried out 
properly and in a timely manner.  

 

prevent some losses all together. 

For individuals, accountability 
means assuming personal responsi-
bility for meeting goals and bench-
marks by taking ownership of ac-
tions and results.  Striving for ex-
cellence, striving for constant im-
provement, and learning from fail-
ure are characteristics of individuals 
who take personal responsibility or 
ownership of their work.  Finding 
excuses, or trying to shift blame, is 
typical of individuals who do not 
take personal responsibility for their 
actions.  When actions do not pro-
duce expected results, taking own-
ership is obviously more difficult.  
However, taking ownership of less 



 

With a new fiscal year beginning, the 
MIC Program Office 
would like to remind all 
Assessable Unit (AU) 
Managers of upcoming 
internal control activi-
ties.   
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INTERNAL  
CONTROL 

Common Access Cards - Tools For Theft 

Audit Reviews Highlight Internal Control   

 
“Unless commit-

ment is made, 
there are only 
promises and 
hopes; but no 
plans and no 
achievements.” 

 

In a July 2009 report, GAO stated that significant improvements are needed in DoD efforts to 
address improper payment and recovery auditing procedures, in particular, the performance 
of risk assessments and estimation of improper payments for commercial pay.  In Fiscal Year 
2007, DoD failed to perform risk assessments on approximately 39% ($322 Billion) of agency 
outlays.  GAO also found that estimation of improper payments had not been performed on 
the single largest payment activity - commercial pay.  It also found that the Office of the 
Comptroller’s oversight and monitoring activities were inadequate because they did not in-
clude verifying the accuracy and completeness of the information in the agency’s financial 
report.  In addition, GAO found that DoD’s processes for identifying and recovering commer-
cial overpayments were inadequate.  They were designed to ensure administrative require-
ments were met rather than to specifically identify contract overpayments.  To read more 
about this report (GAO 09-442), please visit http://www.gao.gov/new.items/d09442.pdf. 

On August 25, 2009, a former Depart-
ment of Defense (DoD) contractor was 
sentenced to three years in prison 
for participating in a scheme to 
steal 10 million gallons of fuel, 
worth approximately $38.9 mil-
lion, from the U.S. Army in Iraq 
between July 2007 and May 2008.  In a 
guilty plea entered earlier, William Du-
bois admitted to using false documents to 
obtain aviation and other diesel fuel for 
sale on the black market.  Dubois and his 

According to a GAO report released in September 2009, the Navy has largely implemented 
effective controls on Enterprise Resource Planning associated with system testing and 
change control.  However, improvements are still needed.  Important aspects of test manage-
ment and change control have not been fully implemented.  To Navy’s credit, steps have 
been taken recently to address this, thereby reducing the risk of unauthorized changes or er-
rors regarding defect status.  GAO also found that while system change review and approval 
procedures include considering the impact of a change, randomly selected change requests 
showed no evidence that cost and schedule impacts were considered.  In addition, the Navy 
has not effectively managed its Independent Verification & Validation (IV&V) activities.  In 
particular, the Navy has not ensured that the IV&V contractor is independent of the products 
and processes that it is reviewing.  To read more about this report (GAO 09-841), please visit 
http://www.gao.gov/new.items/d09841.pdf. 

Assessable Unit Managers’ Corner 

ernment $450 thousand, his al-
leged profit from the scheme.  He 
also testified in the trial of a co-
conspirator.  That co-conspirator 
has been convicted.  Two others, 
one a former Army Captain, 
have pleaded guilty.  All three 
are to be sentenced individually, 
over the next 3 months.  For 
more information, please see 

USDOJ document  #09-864 at 
www.USDOJ.gov. 

 

 Oct. - Nov. 

 Oct. - Dec. 

 Nov. - Dec. 

 Dec. - Feb. 

 Feb. - May 
 

1. Review/Update Assessable Units  

2. Annual MIC Program Training 

3. Revalidate/Perform Risk Assessments 

4. Conduct Internal Control Reviews 

5. Prepare Annual Statement of Assurance 

FY 2010 MIC Program Activities Schedule: 

co-conspirators hired approximately 
10 individuals to act as drivers and 
escorts for the trucks used to transport 

the stolen fuel.  These individu-
als were able to access the fuel 
depot by using 

government-issued 
Common Access Cards 
which Dubois obtained 
by falsely representing 
the individuals as employees of a DoD 
contractor.  Dubois has repaid the gov-
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